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W h o  w e  a r e
• T e c h n o lo g y  A d v is o r s  (T A ) is  a  y o u n g  b u t 

in n o v a t iv e  IC T  L a w  P r a c t ic e  l ic e n s e d  in  N ig e r ia  
to  p r o v id e  s p e c ia l t y  le g a l s e r v ic e s  in  th e  IC T  
f ie ld s  in  N ig e r ia  a n d  w i t h in  th e  A f r ic a n  C o n t in e n t ;

• O u r  p r a c t ic e  m o d e l is  c e n t e r e d  a r o u n d  3  k e y  
a r e a s : L e g a l D e v e lo p m e n t ; C o m p l ia n c e ; a n d  
B u s in e s s  T r a n s a c t io n s

• T A  is  p e o p le d  b y  la w y e r s  w i t h  c o n s id e r a b le  
k n o w le d g e  a n d  b a c k g r o u n d  in  h ig h  te c h n o lo g y  
r e la t e d  m a t t e r s : t e le c o m m u n ic a t io n , in f o rm a t io n  
te c h n o lo g y , a n d  b r o a d c a s t in g ; w i t h  e x t e n s iv e  
w o r k  e x p e r ie n c e  a n d  in t e r n a t io n a l e x p o s u r e ;

• T A  is  th e  f i r s t a n d  p o s s ib ly  th e  o n ly  la w  f i rm  in  
N ig e r ia  fo c u s in g  e x c lu s iv e ly  o n  IC T  m a t t e r s



N a tu r e  o f IC T
• Global – reaches across multiple jurisdictions and legal 

systems – in defiance of Public International Law (sovereignty) 
and further complicates Private International Law – applicable 
law and jurisdiction – liability “forum with substantial impact 
test”; See the Law of Torts and the “Neighborhood Principle” 
as a basis for liability!

• Knowledge based – proprietary, licensed-based (meaning 
buyer’s right is limited to use only, with compulsory technical 
support, conducted not by solutions owners, but by so called 
Business Partners – management of liability nightmarish); 
Outright sale of solution is bedeviled by the requirement for 3rd 
Party Source Code Escrow, with compulsory judicial oversight!

• Digital/Electronic – communication and resulting transactions 
are all electronic in nature as opposed to paper-based 
materials that current legal systems are familiar with!

• Fast Paced and Real Time – communication is fast paced and 
activities are mostly real time – transactions can complete and 
evidence lost/deleted very fast – EVIDENTIAL nightmare for law 
enforcement



N a tu r e  o f IC T
• Inherently Insecure – No such thing as a Secure system or 

network; Internet was not built as a SECURE platform but on 
open standard;

 Global Standard of Interoperability for systems and devices; 
• Mired by Legal Externalities - 3rd Party Devices; unknown 

Intermediaries; making Outsourcing unavoidable – issues with 
PRIVITY ;

• Anonymous – issue with Identity Theft; I can be you, your wife, 
your Pastor or your President

• Unlimited Scalability –  40m credit cards stolen from the 
Mastercard™ Processing Center, Arizona, USA last year; 
recently DSW Shoe Warehouse

• Fiercely Competitive -  Leading to enticing freebies with all 
sorts of complicated strings attached – issues with Privacy; 
Google v USA; Yahoo v Republic Of China; AOL India! 

• Cheaper Communication – all night browsing – “everyday is for 
the owner, one day for the THIEF!” Mirroring and scanning of 
networks for access points and code breaking cheaper;



N a tu r e  o f IC T
• Ever changing – “All computers to communicate and 

all communication gadgets to compute!” INTEL. Add 
Broadcasting (NetTV; iPod and 3G phones) then we 
are all in trouble – in terms of regulation, law 
enforcement and legal remedies! CONVERGENCE! 
New technology media and devices are being 
introduced regularly that confounds legal systems 
and judicial procedures – iPhone is not just a phone, 
its also an MP3, its also a Broadcast media as well 
as Internet platform for data services!

• Still operates in the physical – eFraudster lives 
amongst us NOT in the Internet! Issue with 
Apprehension and criminal charge – ATTRIBUTION!

• Value-neutral – the Good, the Bad and the Ugly!!!
• It’s a Shared System! – what affects Cote diVoire 

affects Nigeria and can also affect America affects – 
this is the basis for global cybersecurity assistance.



CAS E 1
Nigeria v Fasade Tomide (AKA Mike 

Cole)
• Facts  of the Case: A r o u n d  M a r c h  2 0 0 4 , t r a c t o r  

p a r t s  v a lu e d  a t $ 3 1 ,0 0 0  U S D  w a s  p u r c h a s e d  w i t h  
f r a u d u le n t c r e d i t c a r d  b y  o n e  M ik e  C o le  o f M u s h in , 
L a g o s . A  c o m p la in t w a s  f i le d  w i t h  th e  F B I b y  T h i l l 
T r a c k  a n d  T r a c t o r  S e r v ic e s , In c . W h e n  a  2 n d o r d e r  
f o r  p a r t s  v a lu e d  a t $ 1 2 ,0 0 0  U S D  w a s  p la c e d  b y  
th e  s a m e  M ik e  C o le , i t w a s  t r a c k e d  b y  th e  F B I in  
c o o p e r a t io n  w i t h  E F C C . A c c u s e d  w a s  a r r e s t e d  
a f t e r  p a y in g  fo r  t h e  d e l iv e r y  a n d  a c c e p t in g  t h e  
g o o d s . H e  w a s  c h a r g e d  w i t h  r e c e iv in g  g o o d s  b y  
F a ls e  P r e t e n c e s ; C o n s p ir a c y  t o  r e c e iv e  g o o d s  b y  
fa ls e  p r e t e n c e s ; a n d /o r  A t t e m p t to  r e c e iv e  g o o d s  
b y  fa ls e  p r e t e n c e s . A c c u s e d  c o n fe s s e d  to  p la c in g  
o r d e r s  b u t r e t r a c t e d  in  c o u r t .



CAS E 1
Nigeria v Fasade Tomide (AKA Mike 

Cole)
• Is sues  for Determination: “T h a t th e r e  w a s  a  

p r e t e n s e , t h a t t h e  p r e t e n c e  e m a n a t e d  f r o m  th e  
a c c u s e d , th a t th e  s a id  p r e t e n s e  w a s  fa ls e , t h a t th e  
a c c u s e d  p e r s o n  k n e w  o f t h e  fa ls i t y  o r  d id  n o t 
b e l ie v e  in  i t s  t r u t h , th a t th e r e  is  a n  in t e n t io n  to  
d e f r a u d , th a t t h e  th in g  is  c a p a b le  o f s t o le n  a n d  
th a t th e  a c c u s e d  p e r s o n  in d u c e d  th e  o w n e r  to  
t r a n s f e r  h is  w h o le  in t e r e s t in  t h e  p r o p e r t y ”

• Defence: P r o s e c u t io n  fa i le d  to  p r o v e  th a t t h e  
d o c u m e n t c o n ta in in g  fa ls e  p r e t e n c e  e m a n a te d  
f r o m  th e  a c c u s e d ; th e  fa c t t h a t h e  r e c e iv e d  th e  
p a r c e l in  q u e s t io n  w i t h o u t m o r e  w a s  n o t s u f f ic ie n t 
t o  p r o v e  th e  n e c e s s a r y  in g r e d ie n t o th e r w is e  th e  
c o u r t w o u ld  b e  s p e c u la t in g …  E v id e n c e  o f r e c e ip t 
o f p a r c e l w i t h o u t p r o o f o f in t e n t io n  to  d e f r a u d  is  
in s u f f ic ie n t .



CAS E 1
Nigeria v Fasade Tomide (AKA Mike 

Cole)Court Decis ion:
• N o  o n e  te n d e r e d  a n y  e v id e n c e  o f a  r e p r e s e n t a t io n  

f r o m  th e  a c c u s e d , w h ic h  is  f a ls e  a n d  w h ic h  f o rm s  
th e  b a s is  o f t h e  d e c e p t io n  u p o n  w h ic h  t h e  
c o m p a n y  a c te d  a n d  fo r w a r d e d  th e  g o o d s . 
“C o m m u n ic a t io n s  o n  th e  In t e r n e t a r e  t a n g ib le , 
s u f f ic ie n t ly  t r a c e a b le  a n d  c o u ld  b e  r e p r o d u c e d  a n d  
te n d e r e d  in  c o u r t…  N o  d e ta i ls  o f t h e  fa k e  c r e d i t 
c a r d  u s e d  fo r  o r d e r in g  t h e  g o o d s  w a s  te n d e r e d , n o  
r e c o r d  o f t h e  In t e r n e t t r a n s a c t io n  th a t le d  t o  t h e  
f r a u d  w a s  te n d e r e d .”

• T h e  b e r a t e d  t h e  P r o s e c u t io n ’s  r e l ia n c e  o n  th e  
a c c u s e d  c o n fe s s io n  a s  s y m p to m a t ic  o f a  s y s t e m ic  
d e f ic ie n c y  in  f o r e n s ic  in v e s t ig a t io n s …  a  d e f ic ie n c y  
f u r t h e r  e n d a n g e r e d  b y  th e  ig n o r a n c e  o f t h e  
in v e s t ig a t o r s  o f d e v e lo p m e n t s  in  c a s e  la w , w h ic h  
h a s  s e t l im i t a t io n s  o n  s u c h  a s s u m p t io n s .

• I n  c o n c lu s io n , t h e  c o u r t h e ld  th a t t h e  p r o s e c u t io n  
h a d  fa i le d  to  p r o v e  e a c h  o f t h e  c o u n t s  o f o f f e n c e s  
a l le g e d  a g a in s t t h e  a c c u s e d  p e r s o n , b e y o n d  a l l 
r e a s o n a b le  d o u b t . I t t h e r e f o r e  h a d  n o  c h o ic e  b u t to  
d is c h a r g e  a n d  a c q u i t t h e  a c c u s e d  a c c o r d in g ly .



Case 2
Punch Newspaper Webs ite Hacking
• T h e  w e b s i t e  o f th e  P u n c h  N e w s p a p e r  in  
N ig e r ia  w a s  ta k e n  o v e r  b y  a  g r o u p  w h o  
id e n t i f ie d  i t s e l f a s  U k r a in ia n  H A C K E R S  fo r  
s e v e r a l d a y s  –  fa l l in  r e a d e r s h ip  a n d  
d e c l in e  in  a d v e r t is e m e n t ; is s u e s  w i t h  
T R U S T  o f c o n te n t ;

• T h e  n e w s p a p e r  h a d  n o  la w  e n fo r c e m e n t 
a s s is t a n c e , c a s e  w a s  t r e a t e d  a s  a  p r iv a t e  
m a t t e r , s e e m in g  c r o s s  b o r d e r  n a tu r e  o f 
in c id e n t c o m p o u n d e d  m a t t e r ;



Case 3
News Agency of Nigeria (NAN) –  eMail 

Prank
• A n  E m a i l p r a n k  a t N ig e r ia ’s  m a jo r  n e w s  
h o u s e  –  th e  N e w s  A g e n c y  o f N ig e r ia n  
(N A N ), le d  to  a  n a t io n a l e m b a r r a s s m e n t 
c a u s in g  s e v e r a l a r r e s t s  a n d  a  c lo s u r e  a n d  
s u s p e n s io n  o f o p e r a t in g  l ic e n s e  o f a  m a jo r  
T V  S ta t io n  –  C h a n n e ls  T e le v is io n ;

• T r e a te d  a s  a  T r e a s o n a b le  a c t , 
in v e s t ig a t io n s  a n d  a r r e s t s  b y  th e  S S S  –  
o ld  la w  o v e r  n e w  c r im e s ;



Case 4
Is  this  Cybercrime?  What law applies?

• C u s to m e r s  o n  a  m a jo r  o p e r a t o r ’s  n e tw o r k  
c o u ld  n o t lo a d  r e c h a r g e  c a r d  d u e  to  n e tw o r k  
is s u e s . R E S U L T  - A  n a v a l o f f ic e r  s ta b b e d  h is  
n e ig h b o r , a  r e c h a r g e  c a r d  v e n d o r , to  d e a th  
th in k in g  th e  v e n d o r  s o ld  h im  a  fa k e  r e c h a r g e  
c a r d ;

• A n y  le g a l l ia b i l i t y  o n  th e  o p e r a t o r?

• A n y  e x te n u a t in g  c i r c u m s ta n c e s  fo r  th e  
O f f e n d e r?

• W h ic h  la w  a p p l ie s  h e r e ? C r im in a l la w  o f 
m u r d e r? C o m m u n ic a t io n  L a w  o n  q u a l i t y  o f 
s e r v ic e ? 



L e g a l R e q u i r e m e n t s

• A . S u b s ta n t iv e  P r o v is io n s ;

• B . P r o c e d u r a l P r o v is io n s ;

• C . E n fo r c e m e n t R e s p o n s ib i l i t y  –  a l l 
e x is t in g  la w  e n fo r c e m e n t a g e n c ie s  o n  th e  
b a s is  o f s t a t u t o r y  a u th o r i t y ;

• D . P r o s e c u to r ia l A u th o r i t y ;

• E . In te r n a t io n a l L a w  E n fo r c e m e n t 
C o o p e r a t io n



L e g a l E x a m p le  –  N ig e r ia n  D r a f t L a w
O f fe n c e s  &  E n fo r c e m e n t

• Enforcement of the Act by Law Enforcement Agencies
• Unlawful access  to a computer
• Unauthorized disclosure of access  code
• Fraudulent electronic mail messages
• Data forgery
• Computer fraud
• S ystem interference 
• Misuse of devices
• Denial of service
• Identity theft and impersonation
• Records  retention and data protection
• Unlawful Interception
• Failure of service provider to perform certain duties
• Cybersquatting
• Cyber-terrorism
• Violation of intellectual property rights  with the use of a 

computer, etc
• Us ing any computer for unlawful sexual purposes  etc
• Attempt, conspiracy and abetment



N ig e r ia n  D r a f t L a w  
P a r t I I - C I IP

• S ECURITY AND PROTECTION OF 
CRITICAL INFORMATION 
INFRAS TRUCTURE

• C r i t ic a l in f o rm a t io n  in f r a s t r u c t u r e , e t c .

• A u d i t a n d  in s p e c t io n  o f c r i t ic a l in f o rm a t io n  
in f r a s t r u c t u r e .

• O f f e n c e s  a g a in s t c r i t ic a l in f o rm a t io n  
in f r a s t r u c t u r e .

• C iv i l l ia b i l i t y



N ig e r ia n  D r a f t L a w
P a r t I I I  –  G e n e r a l P r o v is io n s

• J u r is d ic t io n , e t c .
• P o w e r s  o f s e a r c h  a n d  a r r e s t .
• O b s t r u c t io n .
• A d m is s ib i l i t y  a n d  e v id e n t ia r y  w e ig h t o f e le c t r o n ic  

d o c u m e n t s
• T a m p e r in g  w i t h  c o m p u t e r  e v id e n c e .
• P r o s e c u t io n .
• F o r f e i t u r e  o f a s s e t s , e t c .
• C o m p o u n d in g  o f o f f e n c e .
• O r d e r  f o r  p a y m e n t o f c o m p e n s a t io n , e t c .
• C o n v ic t io n  fo r  a l t e r n a t e  o f f e n c e .
• P o w e r  to  m a k e  R e g u la t io n s
• I n t e r p r e t a t io n
• S h o r t t i t le



C a p a c i t y  B u i ld in g  &  A w a r e n e s s
• I n s t i t u t io n a l C a p a c i t y  B u i ld in g :
• A . E n fo r c e m e n t –  P o l ic e  C y b e r c r im e  U n i t ;
• B . P r o s e c u t io n  –  C o m p u te r  C r im e  P r o s e c u t io n  

U n i t (C C P U ) fo r  t h e  O f f ic e  o f t h e  A t t o r n e y  G e n e r a l
• C . J u d ic ia r y  –  D ig i t a l E v id e n c e  M a n a g e m e n t 

S y s t e m  a n d  J u d ic ia l R e f o rm  P r o je c t , f o c u s in g  o n  
n e w  C o u r t R u le s  a n d  T r a in in g  o f o f f ic ia ls  fo r  
E le c t r o n ic  E v id e n c e  H a n d l in g

• D . P u b l ic  P r iv a t e  C o l la b o r a t io n  (P P P ) - C E R T  –  
N a t io n a l C a p a b i l i t y  f o r  c o m p u te r  e m e r g e n c y  
r e s p o n s e s  a n d  in c id e n t h a n d l in g  –  is s u e s : O n e  
s iz e  f i t  a l l (jo in t)?, o r  s e p a r a t e  f o r  in d u s t r y  a n d  
G o v e r n m e n t ;

• A w a r e n e s s  P r o g r a m s : 3  p r o n g e d  a p p r o a c h : 
in s t i t u t io n a l, s e c t o r a l a n d  g e n e r a l p u b l ic  
e n l ig h t e n m e n t



G lo b a l C o o p e r a t io n
• I n t e r n a t io n a l L a w  E n fo r c e m e n t C o o p e r a t io n  –  

p r o v id e  a d e q u a te  c a p a c i t y  (te c h n ic a l fa c i l i t ie s  
a n d  h u m a n  s k i l l) to  e n a b le  c r o s s -b o r d e r  
in f o rm a t io n  e x c h a n g e s  a n d  jo in t L E A  
o p e r a t io n s  (M L A T  n o  lo n g e r  s e r v e s  th e  
p u r p o s e  in  v ie w  o f s p e e d  a n d  p o te n t ia l f o r  
m u l t ip le  “fo r u m  s h o p p in g ” b y  c y b e r c r im in a ls  
b e fo r e  h i t t in g  ta r g e t .

• G 8  2 4 /7  N e tw o r k ; C o u n c i l o f E u r o p e ’s  
C o n v e n t io n  o n  C y b e r c r im e ; E u r o p e a n  
in i t ia t iv e , o p e n  to  a l l c o u n t r ie s , c u r r e n t ly  4 0  
c o u n t r ie s , in c lu d in g  U S A , C a n a d a , S o u th  
A f r ic a  a n d  J a p a n . N ig e r ia  is  n o t a  s ig n a to r y  
m e m b e r , b u t r e p r e s e n te d  in  th e  2 4 /7  N e tw o r k  
b y  th e  E F C C ;



C o n c lu s io n
C y b e r s e c u r i t y  is  a b o u t te c h n o lo g y , p e o p le  
a n d  p r o c e s s e s . A  g r e a t p a r t o f th e  p r o c e s s  
is  L e g a l P r o c e s s . U n le s s  a  w e l l c r a f t e d  la w  
is  p u t in  p la c e , w i t h  a n  e f f e c t iv e  
e n fo r c e m e n t m e c h a n is m , th e  p e o p le  a n d  
th e  te c h n o lo g y  e le m e n t s  o f c y b e r s e c u r i t y  
w o u ld  la c k  th e  c o n t r o l r e q u i r e d  to  fo s t e r  
c y b e r s e c u r i t y  a n d  e n fo r c e  c y b e r c r im e .

A  g o o d  la w  is  o n e  th a t ta k e s  a c c o u n t o f 
th e  u n iq u e  c h a r a c t e r  o f th e  u n d e r ly in g  
te c h n o lo g ie s ; th e  p r o p e n s i t y  o f p e o p le  to  
m a n ip u la t e  th e  s y s t e m ; a n d  th e  c r o s s -
b o r d e r  n a tu r e  o f IC T  s e r v ic e s .
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