Country Profile 

For the UNAFEI Group Workshop (Group)

Country:  ________________________________________

1. Substantive Criminal Law

Please mark if the following offences are criminalised in your country: 

Offence
If criminalised please mention Law and Article

Illegal access to a computer system (e.g. by circumventing the password protection of a computer system)


Illegal interception of a data communication process to get to know the content of the communication (e.g. the interception of an e-mail communication)


Illegal data interference (e.g. deleting data on the victims computer)


Illegal system interference (e.g. hindering a computer system from working by infecting it with a computer virus)


Illegal production and distribution of devices to commit computer crimes (e.g. selling a software that enables the user to attack computer systems)


Computer-related fraud (e.g. manipulating a computer system to gain a financial profit)


Computer-related forgery (e.g. creating an electronic message that looks like an e-mail from a financial institution and sending it to the victim to make him disclose his password used for online banking)


Child-pornography (e.g. offering child pornography pictures on a website)


Copyright violations (e.g. illegally making a copy of a copyright protected movie available on websites for download) 


Identity theft (e.g. illegally obtaining someone’s username and password for an online banking account)


Illegal Gambling (e.g. the operation of an online gambling website without permission)


Cyber-Terrorism (e.g. offering information how to commit terrorist attacks on a website)


SPAM (e.g. sending out Spam E-Mails)


Libel and false information (e.g. publishing false information about a person on a website)


Racism and Hate Speech (e.g. publishing xenophobic material on a website)


2. Procedural Instruments

Please mark if the following procedural instruments are available in your country:

Procedural Instruments
If available please mention Law and Article

Expedited preservation of computer data (e.g. ability to order a provider, who is storing a website for a suspect, to preserve the data on the website to ensure that the suspect can not delete the data and thereby destroy the evidence


Search for computer data (e.g. the ability of law enforcement agencies to access a computer system and search for evidence)


Seizure of computer data (e.g. the ability of law enforcement agencies to make a copy of data that is relevant for an investigation)


Real time collection of traffic data (Are law enforcement agencies able to monitor the Internet activities of a suspect and collect traffic data – such as the address of Internet websites the suspect visited)


Real time interception of content data (Are law enforcement agencies able to monitor the Internet activities of a suspect and record the information he is uploading or downloading) 


Use of remote investigation tools (Are law enforcement agencies able to secretly install forensic software tools on the suspects computer to log everything the suspect is typing or identify the location of the suspect)


Identification requirement (Are people who want to use public Internet terminals in your country obliged to identify themselves prior to the access to the network) 


Disclosure obligations (Are suspects in your country obliged to hand out evidence or passwords they used to encrypt documents)


Data retention obligation (Are Internet providers in your country obliged to preserve certain data related to the use of the Internet of all Internet users for a certain period of time?)
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